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01. INTRODUCTION: A DIGITAL WORLD
Today’s organizations operate in an increasingly digital
world. From disruptive fintech firms to traditional retailers,
telecoms giants to insurers, utilities and beyond — no
sector has been left untouched by this extraordinary
technology revolution. Cloud and mobile systems, big
data, and increasingly, the Internet of Things, permeate
this modern world, promising to drive greater agility,
new routes to market, cost and efficiency savings. It’s no
surprise that 80% of CEOs across Europe have digital
transformation at the heart of their corporate agendas.

Yet this rapid digital growth also threatens to broaden the
corporate cyber-attack surface by an order of magnitude.
With thousands of new IoT endpoints, cloud systems,
BYOD handsets and newly connected operational
technology systems to manage, IT departments may
find themselves floundering. Many such endpoints,
devices and systems present either an attractive target
in their own right, or an unsecured means to infiltrate
corporate networks.
Empowered by a vast, sophisticated global cybercrime
economy said to be worth $600bn annually, the cybercriminals and nation state actors are putting ever greater
effort into targeting this expanding digital infrastructure.
One security vendor blocked over 20.4 billion threats in
the first half of 2018 alone. But increasingly attacks are
covert and targeted, and the repercussions of serious
breaches or service outages could be severe — both
in damage to the bottom line, and perhaps even more
harmful, corporate and brand reputation.

This is why threat intelligence (TI) has become
increasingly popular among organizations struggling to
defend themselves in cyberspace. Fresh, targeted and
actionable information can help IT teams detect and
prioritize threats faster than ever before, repelling attacks
in the short term and making their organization more
resilient in the long-term. It provides crucial actionable
insight to empower stretched IT departments currently
struggling amidst a global shortfall of nearly three million
cybersecurity professionals. And it offers strategically
important information to help senior managers make
the right investment decisions going forward.
Yet the market for threat intelligence today is confusing
at best. Vendors of all shapes and sizes are vying for
attention and custom, all claiming that their way is the
only way.
That’s where this guide comes in. We’ve broken down
some of the key questions you’ll want answers to, in
order to help you find the provider and offering that’s
right for your organization.
In a digital world in which the attackers have had the
upper hand for too long, industry leaders across verticals
increasingly view threat intelligence as a vital component
of a mature cybersecurity posture. Here’s what you need
to know.
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02. WHAT IS THREAT INTELLIGENCE?

First, it makes sense to understand what we’re talking about. Gartner defines threat intelligence as “evidence-based
knowledge, including context, mechanisms, indicators, implications and actionable advice, about an existing or
emerging menace or hazard to assets that can be used to inform decisions regarding the subject’s response to that
menace or hazard.”
Information Gathering

Processing

Delivery

The key here is the focus on contextual and actionable insight. We’re not talking about feeds of raw IOC data here,
or even threat information, which provides a certain amount of analysis to that data. Instead, threat intelligence
is data or information gathered from a range of trusted sources, processed and enriched and then delivered to
security teams so they can accelerate their decision-making.
It’s important to remember that the fresher, more targeted and more actionable the information is, the faster the
remediation.

Attacker

Attacker

Victim

Attacker

Desired place

Fake place
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THREAT INTELLIGENCE
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03. HOW IS THREAT INTELLIGENCE USED?

Threat intelligence can be used in a tactical, operational or strategic manner by the organization. Which type you
use often depends on your role within in the organization, and how much detail is required.

TACTICAL

OPERATIONAL

TI is used primarily at the SOC/IT department level. It’s
a relatively short-term and technical endeavor which,
till recently, could involve the gathering of IOCs like file
hashes, malicious domains, email subjects, filenames,
and DLLs. These are typically delivered through Machine
Readable Threat Intelligence (MRTI) feeds integrated
with security products and correlated with internal
logs. It is a great way to detect external threats already
impacting (or trying to impact) the internal systems, but
by its very nature these feeds may be quite short-term
and very technical. It’s important to remember that, in
this context, sourcing high quality data with few false
positives is essential. Low-quality data streams will do
little except swamp stretched SOC/IT teams.

Operational TI is most often used by incident response,
fraud and threat intelligence teams. Although still fairly
technical, it provides more context than tactical TI
streams, offering deeper insight into threat actors’ TTPs
and how to foil them to help remediate threats and
reduce fraud.

It is very important to note, however, that currently tactical
intelligence goes beyond data feeds. There is in the
market other type of intelligence, also known as Threat
Intelligence 2.0, that addresses only relevant threats
affecting each organization, covering from detection
of compromised credentials, to impersonations, brand
reputation, monitoring of external groups, detection
of fake mobile apps and many more. This type of
intelligence often goes beyond tactical, and also spans
in the operation and strategic domains.

STRATEGIC

Threat Intelligence Analyst
Information Collection & Analysis

Strategic Threat Intelligence

Strategic TI is the preserve of IT bosses, CISOs and senior
managers, uncovering broader trends to provide insight
into the high-level cyber risk profile of the organization.
Threat Intelligence teams also consume this information,
sitting on the higher levels of their brief. It’s a longterm, human resource-intensive endeavor, requiring a
nuanced understanding of the threat landscape and
assessments from multiple disparate sources.

Tactical Threat Intelligence

Threat
Intelligence
Ecosystem

Leadership

Security Operations Center

Decisioning

Mitigation Actions

Oversight
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04. WHO IS BUYING THREAT INTELLIGENCE?

Now you understand the main types of TI, it’s time to consider how you want to produce and consume it. Will you
be looking to tap internal sources of data, seeking external help, or combining the two? As we’ll discuss, a mixture
is preferred as the best way to get the broadest, freshest, most actionable and targeted insight possible.
Who will be using TI in your organization? This is the next question you need to answer. We can divide up the
prospective market for threat intelligence by seven types of role in the organization:

CISO
Needs to identify any gaps in security strategy and the
organization’s risk profile.

IT SECURITY MANAGER
Must mitigate breach threats and protect the corporate
network, using whatever automated tools they can to
reduce workload.

INCIDENT RESPONSE TEAM
MANAGER
Must improve analysis and remediation capabilities to
reduce risk and expedite management reporting.

FRAUD MANAGER
Looking to reduce fraud losses and invest in a solution
that will save the organization more than is spent on it.

THREAT INTELLIGENCE MANAGER

GRC HEAD/IP/LEGAL MANAGER

Is looking for a mature TI platform that can demonstrate
how it is reducing cyber risk and exposing unknown
risks.

Want to bring down fraud losses, save money and
improve compliance.

SOC MANAGER
Needs to protect sensitive data and reduce cyber
risk, ideally via automated tools to reduce workload
and solutions with built-in reporting to deliver up to
directors.
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05. WHAT THREATS DO I NEED TO PROTECT AGAINST?

As discussed, the threat landscape is evolving all the time, fueled by a vast, well-resourced cybercrime underground where criminals can buy or hire the tools and
expertise they need to launch virtually any kind of cyber-attack or fraud campaign. With many of these offered “as-a-service”, the barrier to entry has never been
lower. To an extent, all organizations face similar online threats – from the initial data breach itself to potential knock-on reputational damage – although some
are more relevant to specific verticals. Here are some examples.

FINANCIAL SERVICES
Process a wealth of highly sensitive customer data and so are always a major
target. These organizations represent some of the most phished brands in the
world. They are also increasingly on the receiving end of highly sophisticated
targeted attacks by gangs such as Carbanak designed to make large
unauthorized fund transfers and enable ATM “jackpotting” schemes. The
sector accounted for the second highest number of breaches in 2017 (12%).

INSURANCE
Data breaches are the main cyber risk for these firms, given the sensitive
customer information they hold, yet fewer than 20% of CEOs feel prepared for
an attack. The record $16m settlement paid out by Anthem following a 2015
breach should serve as a cautionary tale.

RETAIL
Customer cards are the number one target for attackers in this sector, with
POS devices often infected with malware. More recently, hackers have been

placing malicious script on hundreds of e-commerce sites to “digitally skim”
card numbers as they’re entered. Fraud is another major problem. One vendor
blocked 150m global attacks in Q1 2018 alone.

UTILITIES
A major fear for utilities providers is service interruption, of the sort that left
hundreds of thousands of Ukrainians without power in December 2015 and
2016. Ransomware is a constant threat, which has taken some providers offline
for days. But more sophisticated efforts have also been undertaken by nation
states like Russia.

TELECOMS
These firms hold large volumes of sensitive customer data but also represent a
critical infrastructure and so are frequently targeted. Nation states have already
been confirmed as attacking UK telecoms firms. One study revealed that
telecoms firms face more DNS-based attacks than any other sector, with each
attack costing an average of £460,000 to remediate. Big names like Telefonica
and Portugal Telecom were also hit by the 2017 WannaCry worm.

Malware infection

Phishing

Vulnerabilities

Brute-force

Man in the middle

DNS Hijacking

Leaked Databases

Social Engineering
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06. WHAT SORT OF SOLUTION DO I NEED?

Whatever industry they play in, organizations clearly need to invest in threat intelligence to help mitigate these kinds of cyber-related risk. But now comes the
difficult bit. How do you know which is the right solution for you? Here are some key considerations:

DO YOUR DUE DILIGENCE
Before choosing a provider, see what their reputation is like. Look at what your
peers are saying about them and read industry and analyst reports.

CHOOSE A MODEL
You’ll need to decide whether to invest in a modular or an all-in-one solution.
While a one-size-fits-all approach might seem like the easiest option, it comes
with its drawbacks. Such offerings may come with a steep price tag and you
could end up paying for functionality that is left unused. On the other hand,
threat intelligence delivered via a modular approach operates on a more costefficient pay-as-you-need model. Simply select the modules most appropriate
to your business and away you go.

CONSIDER PRICING
It also pays to understand how the vendor charges. Is it flexible enough to fit
with your own requirements?

USABILITY MATTERS
Consider how user-friendly the intelligence is. The last thing you want is for those
consuming TI in the organization to be forced to spend hours investigating,
filtering and analyzing.
Some TI solutions help by generating in-depth reports in an easy-to-consume
format (such as via UX-friendly dashboards) tailored to specific roles.

service which offers you only relevant, actionable intelligence relative to your
team’s expertise, with the backing of an in-house vendor analyst team. On the
other hand, if you already have an expert team in place you might consider
much more complex solutions.

ALIGNMENT WITH EXISTING STRATEGY
Consider whether the TI solution you’re looking at fits with your existing security
architecture — incident response, remediation, vulnerability management etc.
Focus on the business needs and ensure alignment.

QUESTION YOUR INTEGRATION NEEDS
Finally, you should look at the level of integration you need, if any. Depending
on your needs, there are frictionless out-of-the-box solutions that offer an easyto-use interface – these give you all the information you need about detected
threats affecting only you, so you can mitigate them quickly.
On the other hand, you may have some internal tools and you would like to
integrate information with them. Therefore, you will need to consider: How
easy is it from a technical and process standpoint to integrate the TI platform
with existing cybersecurity solutions and vendors? Once up and running you
could focus on: using flexible APIs and plug-ins to feed machine-readable data
into the SIEM platform; using threat lists to create firewall rules, signatures
for incident response systems, and domain blacklists. Tight integration into
existing systems is an important way to make threat intelligence as accessible
as possible to relevant teams who’d otherwise have to master a new set of UIs.

EXPERTISE MATTERS TOO
A key question to consider is the amount of expertise you already have to
extract value from the data. If your resources are limited you may require a
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07. WHAT KIND OF FEATURES DO I NEED?
Once you’ve decided on an approach, you need to
work out what modules or features you need. Here’s a
selection of some of the key business drivers that will
help you:

can scour internet, deep web or P2P networks for
any sensitive corporate docs or customer data
that may have leaked, accidentally or deliberately.

IMPROVING THREAT DETECTION
EFFICIENCY

VULNERABILITY MANAGEMENT
AND PATCHING

Good TI proactively trawls through millions of samples
per month to hunt out the malware and ‘Man in
the Browser’ attacks specifically targeted at your
organization. Enriched threat data that can be correlated
with other information to help with investigations.

By finding malware targeting your organization, the
exploits that can affect your infrastructure, etc. you can
proactively patch vulnerable systems to drive greater
organizational resilience.

ACCELERATING INCIDENT
RESPONSE TIMES
Spotting malware and stolen data early on means you
have a great chance of stepping in to disrupt attacks
before they’ve had a chance to impact customers and
the organization.

BRAND PROTECTION
TI can find malicious apps abusing your brand and
your customers’ data; monitor social media for scams
and the wider internet for phishing and cybersquatting
domains which undermine your brand and customer
account security.

DATA BREACH PROTECTION
TI solutions can detect compromised accounts and
infected devices, two of the main vector attacks
used to perform data breaches, as well as they

FRAUD/COUNTERFEIT PREVENTION
Gaining valuable intelligence on stolen cards and user
accounts that may be up for sale on the open, deep and
dark web, you can step in to ensure they are blocked,
minimizing fraud and the chances of reputational
damage.

DIGITAL RISK MANAGEMENT
TI can help you spot cyber threats, data leaks and abuse
of your brand early on, enabling you to manage your
corporate reputation and reduce the risk of damaging
breaches or of customers suffering identity fraud.

MONITORING OF POTENTIAL
THREAT GROUPS
TI can help you detect and monitor groups that may be
planning some action against your logical or physical
assets, including physical activist groups, hacktivists or
more sophisticated threat actors.
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08. WHERE DO I GO LOOKING FOR DATA?
Once you know what kind of modules or features to put
in place, it’s important to ensure the intelligence these
services are generating is based on the right kind of
data: broad, fresh, targeted and actionable. To get the
best possible insight try to ensure you’re sourcing the
broadest possible range of data — both internal and
external, machine- and human-generated.

Consider the following:

•
•
•
•
•
•
•
•
•
•

Analyst reports
Geopolitical intelligence reports
Social media
Dark web forums
Global threat databases
Hacktivism resources
Sinkhole sensors, honeypots and crawlers
CERTS and government agencies
Sharing communities
URL/IP/DNS lists, spam and AV feeds etc.

Perhaps just as important is ensuring this data is as fresh
as possible. For stolen credentials, for example, you
need to locate them no more than a few days after they
have been compromised to have a chance of reducing
the impact of a breach.
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09. HOW DO I CONSUME THE
CYBERTHREAT INFORMATION?
Depending on the type of information you need, you
can have different ways of consuming it:

REPORTS
These can provide high-level, highly contextualized
information for operational and strategic intelligence.
However, they’re typically low volume and can take time
to put together.

SIEMS AND SIMILAR SYSTEMS
Consider whether the data is translated from human to
machine-readable formats, allowing rapid dispersion
to cloud or on-site infrastructure. Does the intelligence
support STIX/TAXII standard, for example, so it can be
integrated with your security products?

THREAT INTELLIGENCE PLATFORMS
(TIP)
These combine multiple disparate threat feeds which
are then processed, enriched and delivered as a single
stream. Many also offer integration with SIEM solutions
which drive greater automation and efficiency. Including
a dynamic stream of data such as bot IPs, crime servers,
attacking and TOR IPs, malware and hacktivist activities
can help analysts identify IOCs and manage threats
effectively. But there are shortcomings. The sheer
volume of data coming through via these feeds may lead
to some alerts being missed by stretched SOC teams.
Missing context can also make it tough going to make

sense of alerts. In short, feeds need to be aggregated
and managed properly, combined with other contextual
information to generate effective threat intelligence.
Some TIPs can provide this function.

Analyze, correlate
and manage more
effectively

VENDOR-SPECIFIC TOOLS
These provide specific threat intelligence tools or
modules, depending on the need of the customer.
They are tailored or bespoke, and delivered in a way
that provides additional value to an existing set up. For
example, you may require a certain intelligence stream
or intelligence functionality that needs to be ingested in
a certain way (governed by your existing setup). Some
providers will be able to deliver tools that frictionlessly
integrate with your infrastructure through an API, or to
provide standalone services to help you manage your
cyber-risk. The best vendor-specific tools are modular,
rather than one-size-fits-all, since they enable you
to focus on the threats that are most relevant to your
business.

Orchestrate and
remediate faster

Detect Faster

Threat
Intelligence
Solution

Security Leadership
Incident Response
Threat Analysis
Security Operations
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10. HOW DO I GET UP AND RUNNING?

You’ve bought your TI solution, selected your modules and ensured your data sources are as broad and regularly
updated as possible. So how do you deploy TI and scale if necessary?
Given the large number of data sources, many of which are external, involved here, it makes sense to deploy threat
intelligence via a cloud-based service. It’s quicker and easier to do so than via an on-premises deployment and
requires minimal effort to manage on an ongoing basis from an IT admin perspective, with no additional hardware
or software installations necessary. Look out for flexible licensing options to help cover operations wherever they’re
located.
When it comes to future-proofing your TI, it all comes down to choosing the right vendor. Make sure they have the
scale to meet your organization’s needs as it grows.
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11. CONCLUSION

Making sense of the current threat intelligence market can seem like a daunting prospect. But knowing the right
questions to ask of prospective vendors is half the battle. Understanding what kinds of features are available, the
key consumers of TI in your organization and the main data sources on offer will further help you refine your criteria.
There are many options on the table, but you can start benefit immediately with very little investment, or having to
go through a complex or clunky integration process. The continuing maturity of the market means that there are
options on the table which provide a level of tailoring and adaptability than ever before.
With the broadest, freshest, targeted and actionable insight to hand, you have a great opportunity to reduce cyberrelated risk which could seriously impact the bottom line and corporate reputation. As even a cursory look at the
threat landscape will tell you, effective TI is no longer a nice-to-have, it’s an essential prerequisite for digital growth,
innovation and success.
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Blueliv is a leading cyberthreat intelligence provider, headquartered from Barcelona, Spain.
We scour the open, deep and dark web to deliver fresh, automated and actionable threat
intelligence to organizations, helping protect their networks from the outside in. We enable
organizations to save time and resource by accelerating incident response performance,
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