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Service Specific Terms

1. Introduction

The EASM (External Attack Surface Management) platform with integrated Threat Intelligence
modules (TI Modules) by Outpost24 provides a comprehensive solution to manage and monitor
your external attack surface while gaining insights into potential cyber threats. This service allows
customers to leverage the EASM platform's capabilities along with selected Threat Intelligence
modules to enhance their security posture.

2. EASM Platform

The EASM platform is a cloud-native solution that helps companies manage their external attack
surface. It continuously discovers, analyzes, and monitors various aspects of a company's online
exposure, such as domains, websites, hosts, services, technologies, and SSL certificates. Using a
"zero-knowledge approach," minimal information is required to begin providing real-time feedback
on changes and issues in the organization's external attack surface. The EASM platform is offered as
an annual subscription, contingent on the number of Assets monitored in the Customer's
organization.

3. Threat Intelligence Modules

The integrated Threat Intelligence modules provide actionable and automated intelligence about
cyber threats. These modules include:

e Account Takeover Prevention: Aggregates exposed accounts belonging to the Customer's
employees, clients and providers, collected from botnets, forums and leaks, including
downloadable stealer log data.

e Credentials: Collects compromised credentials from botnets, forums, and leaks.

e Dark Web: Module that provides visibility inside the Darkweb and inside multiple Deepweb
forums and marketplaces. Includes automatic monitoring and ad hoc research
functionalities.

e Data Leakage: Module that searches in public or cloud documental repositories, P2P
networks and deep Internet for documents and confidential information that should not be
publicly available, as well as source code in public repositories.

e Social Media: Module that checks for references to the Customer in social media and other
sites, as well as media outlets.

4. Subscription and Licensing

Customers subscribing to the EASM with Threat Intelligence will be quoted the following fees:
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Annual EASM Platform Subscription License: This fee is based on the number of Assets monitored
in the Customer's organization.

Annual Subscription Fee for Tl Module(s): The fee is based on the applicable “Band” assigned to
the Customer for each module, which is determined by the number of Terms configured for that
module.

5. Customer Responsibilities

The Customer may only configure Terms that it owns, or which it is otherwise authorised to
monitor.

The Customer is responsible for holding the necessary rights and authorisations for every Term it
configures, and for every action it initiates in the platform.

6. Licensing Bands

The licensing limitations for each Tl module are determined by the applicable licensing band
(“Band”) assigned to the Customer by Outpost24. Bands are assigned per module, and the number
of Terms permitted in each Band differs between modules. The criteria and limitations for each
Band are as follows:

Account Takeover Prevention, Credentials and Dark Web:
Band 0: Up to 10 Terms.

Band 1: From 11 to 20 Terms.

Band 2: From 21 to 50 Terms.

Band 3: From 51 to 100 Terms.

Band 4: From 101 to 500 Terms.

Data Leakage and Social Media:
Band 0: Up to 15 Terms.
Band 1: From 16 to 35 Terms.
Band 2: From 36 to 75 Terms.
Band 3: From 76 to 150 Terms.
7. Licensing Definitions
Term: A domain, IP, IP-Range, or Keyword

Asset: The sum of the number of domains, sub-domains, IP addresses in the scope

Terms are counted per module. If the accumulated number of Terms for a module exceeds the
limits of its Band, the next Band must be used for that module.

If the number of Assets exceeds the licensed quantity by 20%, a re-calculation of the pricing will be
triggered.
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