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T H R E A T  I N T E L L I G E N C E  L O S T  I T S  

S H I N E ?
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• Philosophical musings

• Threat intelligence pitfalls

• Threat Intelligence led operations

Our time together
S U B J E C T S  T O  C O V E R
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@fsdominguez

https://www.evagrande.com
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A TI deja-vu
A L L  O L D  I S  N E W  A G A I N

Author: thinkstockphotos.com
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• Insufficiently segmented & filtered network

• Weak passwords

• Missing patches

• Missing detection

• Insecure protocols

• Insufficient least-privilege-principle

• Insufficient hardening

TI?
O R  J U S T  P E N T E S T  F I N D I N G S ?
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Philosophical musings
O B S E R V A T I O N S  I N  T H E  F I E L D

Friso Gentsch/dpa/picture alliance
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Threat Intelligence
D E S I R E S  O F  T H E  T R E N C H E S

C-Level

CISO

Ops

Difficult to align budget allocation with risk appetite and threat landscape

Hard to demonstrate program effectiveness
Limited insights leading to ad-hoc approach

Fragmented silos
Technically challenging and pressured to meet deadlines
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TI for inflicting pain?
C A N  W E  C L I M B  T O  T H E  T O P ?

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Or maybe more for insights?
A L L  I N S I G H T S ,  I N D I S C R I M I N A T E L Y ?

https://www.ic3.gov/Media/PDF/AnnualReport/2021_IC3Report.pdf https://www.enisa.europa.eu/topics/cyber-threats/threats-and-trends
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https://www.freepik.com/free-photo/flowchart-information-methodology-operation 

icon_18092018.htm#query=methodology&position=0&from_view=keyword
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https://www.freepik.com/author/lembergvector
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Pitfalls
W E  A L L  L E A R N  B Y  F A L L I N G

Kelly Marken
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Strategic

• How do you measure the impact of TI on your security posture?

• What is your own maturity, what type of TI can you handle?

Tactical

• What are your requirements?

• Are you aware of TI limitations?

Operational

• Decay time / timeliness

• Accuracy / feedback loop

Pitfalls
S H O U L D  Y O U  K N O W  Y O U R S E L F  F I R S T ?
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Applying Threat 
Intelligence

O P E R A T I O N A L  P O S S I B I L I T I E S

https://www.netsuite.com/portal/resource/articles/inventory-management/manufacturing-operations.shtml
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Hunt & Hackett approach
A L I G N I N G  S E C U R I T Y  C O N T R O L S  &  D E T E C T I O N  W I T H  T H E  T H R E A T L A N D S C A P E

Methodology & scope

APTs

Country

Industry

Level 1  
IOC’s

Sector

Tactics

Techniques

Procedures

Hypothesis

Threat actor 
depth

Threat actor 
breadth

Threat landscape

ScopeIntelligence

Customer

Level  2 
Tools & 
artifacts

Level 3 
Actor 

behavior

Level 4
Advanced

Operation

Controls 
selection

Data sources 
selection

Analysis verifying 
hypothesis

Reporting
Key assets/ crown jewels

Hypothesis and methodology Activities
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Relevance of threat actor

Relevance of scenario

Understanding of current entity 
capabilities

Understanding of TI limitations

Execution of scenario

Data generation of scenario

Relevance of threat actor

Relevance of business risks

Understanding of current entity 
capabilities

Understanding of TI limitations

Prioritization of tasks

Data source / control selection

Update of threat understanding

Offensive Defensive
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O U T S M A R T  Y O U R  D I G I T A L  A D V E R S A R I E S

P U B L I C
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