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About This Guide
1. Executive Summary
This document is meant to provide you with a quick overview of the graphical user interface of the
Outpost24 Secure Web Application Tactics (SWAT). This document assumes that the reader has
access to an Outscan Account with SWAT license.
Information in this document is subject to change without prior notice.
Reproduction of any part of the document without prior permission is strictly forbidden.
© Outpost24. All Rights Reserved.
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2. Getting Started
2.1

Logging in to the solution

To access Outpost24 SWAT, navigate to https://outscan.outpost24.com.

Log in using your credentials. Once logged in, press the “Outpost24 logo” button in the lower left
corner and select “SWAT” to open the SWAT interface.
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3. SWAT
3.1

Dashboard

The dashboard provides a quick overview of the current status of your web applications. It displays
the vulnerability trend information over time, newly discovered findings, total number of web
applications in scope, total number of vulnerabilities discovered, pending false positives and total
number of accepted risks. This information will be made available as soon as the on-boarding
process for your web applications is completed.
The following options are visible on the dashboard:
•
•
•
•
•
•

3.2

Applications – The number of web applications included in scope.
Vulnerabilities – Total number of vulnerabilities reported.
Accepted vulnerabilities – Total number of accepted risks.
Pending verifications – Total number of pending verifications.
Newly Discovered Vulnerabilities – It displays all the newly discovered vulnerabilities.
Vulnerabilities Over Time – It displays the vulnerability trend over time.

Applications

The “Applications” section displays all the web applications that are part of the scope. For each web
application, you will be able to view the number of low, medium and high risk reported along with the
number of open vulnerabilities.
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In the Web Applications section it is possible to click on the web application URI or on high, medium
or low risks to view the related findings.

3.3

Findings

The findings section lists all the findings that were found when scanning the web applications. It is
possible to perform multiple actions from the findings sections. Some of the important actions are
listed below:
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3.3.1 Assign Task
To assign a task based on the detected vulnerability, right click on the finding and select Assign
task. This lets you set the priority, with P5 being the highest, include a due date, add an assignee,
and also supply additional comments.

3.3.2 Add Comments
By right clicking on the finding and selecting “Add Comment” allows you to add a comment to the
vulnerability. This comment will be included in all findings of this vulnerability. The “show comment
on future findings” will make it visible in all future reports.

3.3.3 Risk Acceptance
It is possible to right click on a finding and accept the risk associated with that vulnerability. The
accepted risks show up in the finding information, dashboard and in the exported reports. It is
possible to accept risk the associated with a finding for a period of time (days) or forever. It is also
possible to add a comment and set the risk acceptance template as a default and this will be used
by default for all accepted risks.

3.3.4 Change Risk
It is possible to right click on a finding and modify the risk level associated with that specific finding
or vulnerability. Once selected, a window will open which allows you to select the risk level in a drop
down menu. Select the risk level that you would like to change it to and press the “Save” button. Any
updated risk level will be displayed in italic font in the GUI.

3.3.5 Request verification
Using “request verification”, it is possible to request for more information regarding the existence of
vulnerability.
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3.3.6 Discussion
It is possible to right click on a finding and start a discussion with Outpost24 support. The discussion
window shows all discussions including previous ones in the same place.

3.3.7 Save Report Template
The filtering applied on the columns can be saved as a report template and be applied whenever you
access the report section or schedule a report to be sent out.

3.3.8 Export Findings
To export the currently visible data from the grid, right click on any finding and select “Export”. It is
possible to export data in CSV and HTML formats.
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4. Reporting
4.1

Exporting Reports

In the SWAT, it is possible to export reports using the “export report” option, to the bottom left corner.
It is possible to customize reports based on filtering out findings that are not required.
A report can be exported in the most commonly and widely used document formats. The available
reporting formats are
•
•
•

PDF
Excel
XML

PDF format is the most commonly used reporting format. The reports generated in PDF format can
be password protected.
The reports generated using excel format, have a lot of tabular information, which can be good when
reporting information to IT/Security department or similar divisions.
Xml format is the default industry standard used for data exchange and integration. The reports
generated in XML format are typically used for integration and automation.

4.2

Reporting Level

The report level helps you manage reports based on management hierarchy. It helps you generate
the correct report based on how much information is needed and in which form. As we can clearly
see from the pictures above, the amount of information is different in the reports, thus making each
report exclusive depending on functionality and audience.
There are three reporting levels:
•
•
•
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Detailed
Summary
Management

Detailed
The detailed report is the largest report that can be generated. It has in depth technical information
about findings, targets, risk-levels, CVSS, report and additional information about the finding. As an
example, the figure above displays the first page of a vulnerability report with level set to detailed.
The report contains four chapters and has detailed information about all the vulnerabilities related to
the web applications. This report is mostly directed towards web administrators and security
consultants in an organization.
Summary
The summary report is the ideal sized report with report information, executive summary and SWAT
application summary. This report provides just about the right information required by the IT
department of any organization.
Management
The management level report gives us a brief summary of the vulnerabilities and risks reported. This
executive summary gives a good graphical overview of risk level and Trend. This report is ideal
when reporting to higher management.

4.3

Columns and Filtering

By clicking on the dropdown arrow next to a column name and selecting “filter” it is possible to filter
the findings displayed.
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It is possible to view/hide the columns in the findings section by ticking the relevant check box.

Most columns allow filtering. This lets you specify to only show a sub-selection of all data. To enable
filtering, click on the arrow next to the name of the grid column and go into Filters. Depending on the
type of data this can show different things.
•

•

•
•

•

Textual data shows three text-fields. By typing in the All field the grid will only show records
that contain all of the search words, the Any field filters on records that contain any of the
search word and None excludes all records that contain any of the search words. You can
use all three fields at once to limit your results. You can also use quotes to match an entire
phrase.
The date field give you the option to select either a specific date, all dates before, or all
dates after. If selecting after and 2009-09-01(yyyy-mm-dd), every record that has a time
after 200909-01 00:00 will be listed in the grid.
If the field can only contain a small set of values, those will be listed in the filtering menu.
Select those that you want to include.
Number fields gives you the opportunity to select either a range, specific numbers, excluded
numbers, all numbers less than, or all numbers greater than a certain number. The equals
and not equals fields allow you to enter both ranges and a comma-separated list of values.
For example 25,80-81,443.
In the case of a Yes/No column you can choose either Yes or No.

To disable a filter, click on the arrow next to the column name and deselect the filter by clicking in
the check box next to Filters.
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5. Technical Support
Contact our technical support team by email, telephone, or start a new discussion
Email support@outpost24.com
Tel (from Denmark): +45 70 266 296
Tel (from Mexico): +52 55 8421 4503
Tel (from the UK): +44 20 7193 8410
Tel (from the US): 1 (800) 69 13 150
Tel (all other countries): +46 455 612 310
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