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HIAB™ Vulnerability Management for Internal Networks 

External threats like cyber crime and corporate 
espionage concern many organizations, however, 
many security breaches are caused by those with 
access to internal networks, including staff, former 
employees, consultants, vendors and customers. 
Data and asset protection must be managed 
proactively to effectively protect profitable 
intellectual property, business continuity and brand 
reputation.

Historically, online and network security 
technologies such as anti-malware, IDS systems 

and log monitoring solutions detected infections 
and attack signatures, requiring action after an 
incident occurred by manually addressing patch 
management of known core assets. As technology 
and software evolve, the complexity of networks 
grows and the amount of publicly known 
vulnerabilities increases. Reactive security tools  
such as these, and manual vulnerability 
management are now an insufficient solution for 
any organization, and as mistakes can be crippling 
to an organization– proactive solutions are crucial.

Market Landscape

Our Solution
HIAB™ (hacker-in-a-box) is an automated, internal vulnerability 
management system that includes a network vulnerability scanner and 
a web application scanner. HIAB enables organizations to assess and 
manage their internal vulnerabilities. Quickly and easily implemented, HIAB 
identifies vulnerabilities across servers, workstations and other devices 
connected to the network. With HIAB, scans and data are stored within 
the system, ensuring that data never leaves your internal network.
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Centralized administration:

 » Unlimited, customizable role-based user 
administration

 » Efficient and flexible asset organization

 » Remediation ticketing

 » Verification scanning

 » 2-factor authentication log-in

Automated functionality:

 » Automatic new asset identification and 
criticality rating

 » Agentless auditing

 » Daily updates of vulnerability checks

 » Automated reporting and drill down

 » Notifications on new threats via email, 
ticketing systems or syslog

 » Scanning-Less Scanning (SLS) alerting on new 
vulnerabilities between network scans

 » AD integration for users 

Analysis:

 » Extremely flexible report creation

 » Reports tailored for all levels, from technicians 
to management

 » CVSS (Common Vulnerability Scoring System) 
risk rating allows quick identification of critical 
risks, using a 1.0-10.0 scale

 » Customizable dashboard and report filters

 » Trending over asset groups and time

 » Reports providing all solutions needed to solve 
problems

 » Find all remote attackable vulnerabilities with 
simple filtering

 » Scanning-less Scanning technology ensures 
that even between scans the system can alert 
on new threats

Extension:

 » Flexible licensing and scalability allows for 
growth or changes in network assets

 » 100% open API for deep customizations

 » Flexible integration via Syslog, SNMP, SMTP 
and more

 » Automated exporting of reports to consuming 
systems

HIAB™ Features and Specifications

HIAB™ (hacker-in-a-box) is our automated, internal vulnerability management system that 
includes a network vulnerability scanner and web application scanner, built on our proprietary 
technology. Some of our HIAB features include: 
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What our customers say 

“Using Outpost24 has allowed us to 
set up a robust vulnerability 
programme of work and integrate it 
withour SIEM technology allowing us 
to react to high severity findings as 
soon as they are discovered.”

HIAB™ can be deployed either as physical or virtual 
servers. Depending on your business requirements, 
combinations of HIABs can be clustered together to 
cover any form of complex and distributed networks. 
Your dedicated account manager will help you 
define a solution that meets your unique business 
requirements.

Additionally, Outpost24 offers HIAB™ as a stand-alone 
solution, accompanied with implementation services, 
or packaged as a fully managed service by our team of 
technical experts. 

As with all Outpost24 tools, personal, direct support is 
available 24/7.

Contact our sales team for detailed pricing information 
or for more information on our implementation and full 
managed service offerings, visit our website.

Getting Started with HIAB™ 

Benefits
 » Immediate deployment

 » Agentless scanning and 
automation

 » SLS technology gives 
the fastest vulnerability 
detection in the business

 » Automated reporting with 
predefined content

 » Seamless scalability and 
connectivity to OUTSCAN

 » Supports Windows, Linux, 
Unix, Mac OS, web servers, 
all major networking 
equipment and more

 » Unlimited 24/7 qualified 
support

 » Can connect unlimited 
amounts of HIABs to reach 
isolated or geographically 
diverse areas and 
increase capacity to fit 
any size and complexity of 
networks through simple 
management
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