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Landsbankinn

“We selected Outpost24 because it was the 
best option in our thorough evaluation. We 
were impressed with the full solution and 
service delivery.”

Hákon Åkerlund  
IT Security Manager at Landsbankinn

Customer Since 2014 

Solutions:  Web app Security (SWAT)  

 External Network 
 Security (OUTSCAN)   

Services: Professional Services 
 Red / Blue Team Exercise

About Landsbankinn 
Landsbankinn is one of the largest banks in Iceland.

Industry Banking 

Size 1200 Employees 

Private Customers:  118,500

Business Customers: 12,400

Branches and outlets:  38 

Web site:  landsbankinn.com

What is important to focus on when you are choosing 
a vulnerability management tool? 
We needed to ensure our new vulnerability management program 
was reliable. In our evaluation, we found differences in simplicity, 
quality, and human factors that could have a big impact in 
reliability of results. 

What issues needed to be solved? 
We were interested in establishing a vulnerability management 
program. We needed to address security threats and compliance, 
but also wanted to understand how existing vulnerabilities could 
be used against us in any kind of attack. We were interested in 
the efficiency of moving from vulnerability identification to 
resolution through patching.  

Why did you choose Outpost24? 

When Landsbankinn thoroughly evaluated Outpost24 for the 
essential activities, we gave priorities within the frameworks that 
were up to date and continuously secure. Additionally, the 
solution had to address our compliance requirements.  

Have a CISO  in charge  
of the  security program54%

Source: PWC Global State of Information Security Survey 2016 

Requirements:
• Meet Compliance

• Customizable reporting

• Address threats in a more proactive manner rather than 
reactive

• Understanding the impact of vulnerabilities 

• Enable IT Security department with intel to mitigate and 
assess vulnerabilities

• Risk level overview in order to value time and effort by 
criticallity

• Third party IT Security Partner 

Key Benefits:
• Intel and knowledge sharing with industry experts

• Accuracy of scanning technology

• Flexibility of the solutions

• Simplified verification that vulnerabilities have closed after 
the vulnerability Life Cycle Management

• User management of the solution

Objective: 

Replace existing vulnerability 
management solution while establishing 
a program that addresses security 
and compliance with an emphasis on 
learning how existing vulnerabilities 
could be exploited and mitigated.   
 
Existing Solution: 
Commercial solution from local vendor with white-labeled 
technology from vulnerability management scanning software.

SECURING ICELANDS LARGEST BANK 
FROM SCANNING TO BUSINESS RISK MANAGEMENT

http://www.outpost24.com
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Landsbankinn’s vision is to set 
the example to be followed. Its 
role is to serve as a trusted 
financial partner and driving 
force is the community. 
Landsbankinn Annual Report 2015

The board, management and IT Security 
Department ambition was coherent with 
the goal of getting to maturity of 
assessing business-risk management 
but needed a partner in crime to help 
them gain maturity from technology and 
experts on how to optimize mitigation 
and remediation. 

45%  
Boards participate in the  
overall security strategy.

5
Mistakes of   

Vulnerability Management:
• Scanning but fail to act 
• Patching same as VM
• VM. is only a technical problem
• Assessing without whole picture
• Unprepared for Zero-Day exploits

“ The board doesn’t need to have a deep 
understanding of technicalities of security 

risks, but they do need to know which 
risks they need to worry about and have a 

clear understanding of potential 
exposures. ”

Aligning Managementc and IT Security 
Outpost24 helps you bridge technical vulnerability management 
details and business interests by offering reports and overviews 
that demonstrate the success and impact of vulnerability 
management efforts over time.

Advancement to becoming a mature security organisation 

Landsbankinn is a great example of a financial organisation taking the shift in focus from 
reactive to proactive security measures. 

The introduction of a continuous process of vulnerability detection and enablement of 
reporting security process to management provided an internal proces for documented 
and formal operational security strategy towards more scale and automation. 

The vulnerability management solutions provided by Outpost24 were a big part of the 
enterprise security technology architecture with emphasis on prevention, detection and 
response.

Vulnerability Maturity Model

Non-existent0
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No vulnerability scanning
Manual vulnerability assessments
Haphazard patching
No processes exist
No metrics

Vulnerability assessment solution in place
Ad-hoc vulnerability scanning
Rudimentary patching
Basic processes
Basic metrics

Driven by regulatory framework
Scheduled vulnerability scanning
Scan to patch lifecycle
Emerging processes
Little measurabillity

Risk-focused 
Scan data prioritized through analytics
Patching data-driven by priority
measurable processes
Emerging metrics and trends

Attacker and threat focused
Multiple threat-vectors scanned and prioritized
Patching based on risk to critical assets
Efficient metrics-based processes
Threat-driven metrics and trends

Threat and risk aligned with business goals
All threat-vectors scanned and prioritized
Continuous patching
Unified business and IT processes
Measurement integrated to enterprise risk mgmt

Business-risk 
Management

Vulnerability Management Maturity Model

Attack
Management

Analysis & 
Prioritization

Assesment &
Compliance

Scanning
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Why Perform a Red vs Blue Exercise? 
Internet based attacks are becoming more sophisticated, with 
attackers now playing the long game to try and gain as much 
information as possible, rather than the traditional “smash and 
grab” type of attack. If a company is looking to gain experience of 
what a real long term attack would look like, in order to gain a 
greater understanding of any indications of a sustained and long 
term attack, a Red Team exercise can only help. A Red vs Blue 
exercise allows a customer to acquire this information in a safe 
and beneficial manner.

Benefits of Performing a Red vs Blue Exercise 
This kind of activity:

· Demonstrates a clear picture of what an attack would look like,  
 allowing a better understanding of what to look out for should 
 there be a genuine attack. 

·  Allows the customer to build a stronger incident response 
 team, reducing the response time during a genuine attack, and 
 allowing mitigation to be made swiftly and with greater 
 confidence.

· Is an opportunity for the customer to gain knowledge about
 possible attack vectors.

· If performed annually, allows for skill updates and 
 demonstrates the benefits gained through performing the 
 exercise and incident response ability improves.

· Provides an opportunity to look at media response. Based on 
 any information which can be gained during the exercise, it is 
 useful to gauge how the media response would be handled, 
 who would initiate and how it would be handled. It also gives 
 the opportunity to learn what information should be publicly 
 shared, and what should not.

A “Red Team” or “Red vs. Blue” exercise is an 
activity where the Red Team plays the role of an 
attacker who is trying to get unauthorized access 
to the Blue Team infrastructure. The attacking 
team uses the same techniques of real-world 
malicious users. 

The Blue Team, made by the security team working with the 
customer, will protect the network and the application as they do 
in their usual day-to-day job. 

Outpost24 will be on the role of “Red Team”, performing a variety 
of attacks to try and infiltrate the network of the customer. The 
customer will take the “Blue Team” role of trying to defend the 
network, making efforts to detect and block any of the attacks. 
We advise to inform as little people as possible about the 
exercise, in order to gain more realistic and useful information.

 

Red Team Exercise
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How did you prepare for adapting a 
vulnerability management program? 
Since we already had a vulnerability 
management software in place, it was more of 
replacing the existing technology and 
collaborating with Outpost24. This is where 
Outpost24’s knowledge was a real asset during 
the testing phase, which in turn made the 
transition a smooth process.

The Discovery:

”In our evaluation of the different major vendors 
and tools, Outpost24 came to our notice when 
reading about their then recently launched web 
application security tool, SWAT, a hybrid of 
manual pen-testing and an automated scanner 
-  basically a product we did not know existed. 
Our focus was to find an upgraded solution as a 
top-level goal of becoming a frontier of peers 
securing our customers and business. We 
acknowledge that security is a part of the 
business we do - so why not go for the best.”

Implementation of Key Security Safeguards

How does Outpost24 fit within IT Security setup? 
Outpost24 has a great depth of knowledge about security topics. Their willingness to 
share this knowledge has been a major benefit for our team to improve our programs 
and security posture, which is why we began an educational Red Team Exercise.

Have security 
baselines/standards 

for third party

52%

Employee training 
and awareness

program

53%

Have an overall 
information 

security strategy

58%
Have a CISCO in 

charge of security

54%

Active monitoring/
analysis of security

intelligence

48%

Conduct threat
assesments

49%

Implementation of key 
security safeguards
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Overview of the Outpost24 
Vulnerability Management Process

Month 1 / Start
(initial planning)

Month 2 / Project
(Vulnerability 

Management Pilot)

Month 3 / BAU
(Day to Day Operation)
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What are the main benefits Landsbankinn has 
experienced from using Outpost24’s solutions? 
When we installed Outpost24 in our application environment, our 
security operations team really appreciated the ease of use of 
this tool, its speed to perform scans, and the flexibility to match 
of internal process.

What lessons would you suggest to others planning to 
invest in vulnerability management? 
There are various aspects that need to be taken into 
consideration. For example, finding a reliable partner that is 
willing to share experiences with you is key. Also, a solution that 
integrates well within your current processes and procedures. 
And lastly, having an approach that brings results and reports 
that you can fully trust is vitally important.

Which benefits has your vulnerability management 
program brought to you? 
We have had challenges in explaining the vulnerabilities to our 
developers. Working with Outpost24 has simplified the task of 
convincing them to close the gaps.

Plan

DoAct

Check

Review results
Schedule meeting

Propose changes

Presents Results
Gather feedback

Implement 
changes

”The level of flexibility in administration 
is remarkable, easily adaptable to our  
IT process, and personal touch of the 
Outpost24 support and knowledge 
sharing.”

Web Application Security by Outpost24 
Implementation and Onboarding

Web Application Security by Outpost24 
Work Flow

Initial Scope

On-boarding

Training

Continuous 
Monitoring
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What do you value most in the Outpost24 
vulnerability management solution?  

• Knowledge sharing from Outpost24  
about vulnerability management programs

• Accuracy of the scan results

• Flexibility of the solution

• Simplified verification that vulnerabilities have been  
closed after the vulnerability management life cycle

• User management of the solution

”Landsbankinn was thoroughly impressed with quality of the service, 
usability of the interface, as well as the level of support combined with 

the effective vulnerability scanning.”

About Outpost24
Outpost24 is a leading Vulnerability Management company focused on 
enabling its customers to achieve maximum value from their evolving 
technology investments. By delivering insights that reduce vulnerabilities 
and attack surface for any architecture, Outpost24 customers 
continuously improve their security posture with low effort. 

Over 2,000 customers in more than 40 countries around the world trust 
Outpost24 to inspect their devices, networks, and web applications and 
report compliance status to government, industry sector, or internal 
regulations. 

Founded in 2001, Outpost24 serves leading organizations across a wide 
range of segments including financial and insurance, government, 
healthcare, retail, telecommunications, technology, and manufacturing.
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